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Overview

This report provides the results of the National Aeronautics and Space Administration (NASA)
annual review of Personally Identifiable Information (P1I) holdings in an effort to eliminate the
unnecessary collection and use of PII, including Social Security Numbers (SSNs), as required by
OMB Memorandum M-07-16, Safeguarding Against and Responding to the Breach of Personally
Identifiable Information.!

In response to the OMB memorandum, over the past several years NASA developed, updated,
and revised the review and reduce plan that provides for the ongoing identification, review, and
reduction of NASA holdings of PlI to ensure only the minimum PI1I holdings needed for NASA
operations and administration are retained. This plan also includes NASA’s efforts for
eliminating the unnecessary use of SSNs within systems and programs to identify instances of
collection or usage which are not necessary and can be eliminated. Handbooks were developed
to ensure that consistent review and reduction activities are conducted at all NASA Centers.

Since PII holdings can be stored electronically, and/or non-electronically, NASA’s annual
review and reduction activities are conducted to maximize the discovery of redundancies and
questionable holdings, and determine applicable methods of reducing holdings. Possible
methods of reduction included elimination, consolidation, suppressing visibility, and encryption.
The purpose of the annual review is to:
* Reduce PII holdings to a minimum, while allowing NASA to function efficiently;
« Eliminate the use of SSNs in instances where collecting and maintaining SSNs is not
essential for the performance of Agency functions; and
 Establish a control process to ensure PII gathering initiatives are properly reviewed for
functional requirements and that obligatory PII holdings are reviewed for
appropriateness, accuracy and compliance with current policies and procedures.

This report is based on NASA’s Fiscal Year (FY) 2012 Privacy Review Action item and includes
the Agency’s efforts to eliminate the unnecessary use of SSNs.

! Per Office of Management and Budget (OMB) Memorandum M-07-16, NASA is required to develop a schedule
by which the Agency will periodically review PII holdings. The schedule is documented in the Information
Technology Security (ITS) Plan 1382-01 (ITS-Plan-1382-1), NASA Plan for Reviewing and Reducing PIl and
Eliminating Unnecessary Use of SSNs and ITS Handbook (HBK) 1382.03-02 (ITS-HBK-1382.03-02), Privacy Risk
Management and Compliance: Annual Reporting Procedures for Reviewing and Reducing PI1 and Eliminating
Unnecessary Use of SSNs.
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Current Initiatives

Review of Current PII Holdings

NASA continues to be vigilant towards reducing the collection and usage of P1I throughout the
Agency. In FY12 the Center Privacy Managers (CPMs) at each NASA Center tasked owners of
information collections with reviewing PIl holdings. Specifically, CPMs:

» Review and validate PII holdings identified in the NASA Master Privacy Information
Inventory (MPII), identifying information systems containing PII that have been
decommissioned and discover any P1I holdings newly added to the list.

» Look at possible areas where paper forms of PIl can be eliminated and/or replaced by
electronic methods, affording more secure means of protection and improve
accountability for P11 holdings.

In addition, CPMs continue to be regularly involved in the planning phase of new applications
and information systems that collect PII.

Privacy & Controlled Unclassified Information (CUI) Assessment Tool (PCAT)

NASA started an initiative in FY12 to more fully automate the P11 review process through the
development and implementation of PCAT. PCAT improves statutory, regulatory, and policy
compliance by providing simple methods to identify privacy information collection requirements
and restrictions. Further, PCAT streamlines the communications process and paperwork
requirements associated with the analysis of PII collected within non-electronic records,
applications, websites, and information systems thereby improving NASA’s efficiency in
identifying, evaluating, and approving the collection of the PII.

PCAT was designed specifically to ensure that NASA does not unnecessarily collect PlI,
including SSNs, on a continuous basis including key stakeholder reminders. Ultimately, when
fully implemented, PCAT will provide the automated mechanism for conducting annual review
and reduce assessment across NASA.
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Two examples of PCAT’s review and reduce analysis are outlined below.

@ PRIVACY & CUI ASSESSMENT TOOL (PCAT)

Information Owners Search Repository [ Management Dashboard Training and Awareness

Privacy Module

The Privacy Module is required as part of the Initial Privacy Threshold Analysis (IPTA). Anew IPTA and potentially a Privacy Impact Assessment (PIA) is required for new and previously un-assessed applications, websites, and
information systems. The responses in this module will help determine whether or not a full PIAis required and will result in of privacy where PIAs are not required

" T i o . ®
5.2 The application/website/information system stores, collects, or maintains Information in Identifiable Form (IIF). Yes Submitted to Application Owner

Currently selected forms: Date of Birth, Name, SSN, Work mailing address, and Work phone number.
5.3 Information is collected on the following:
Government Employees Members of the Public 1 C

NASA Contractors Business Partners/Contacts, Grantees Other C taCt Inf

.(L"ci’?‘;’g'f,;.-?;’;""' LI DAy (Desciibe) : Center Privacy Manager (CPM) - BRENDA ELLIS

Center Privacy Support - Michelle Zuckerman

Center Records Manager (Records Management) - ANNE MILLS
A PIA is required. You have completed the IPTA, and it has been determined that a PIA is required. Center Chief Information Security Officer (CISO) - PAUL NELSON

Center Incident Response Manager (IRM) - PAUL NELSON
5.4 The collection of IIF is covered by an existing PIA. Yes © No Center Chief Information Officer (CIO) - WILLIAM HUMPHRIES

NASA Paperwork Reduction Act (PRA) Clearance Officer -

FRANCES TEEL
« NASA Privacy Act Officer - PATTI STOCKMAN
« NASA Privacy Programs Manager - BRYAN MCCALL
« NASA Senior Agency Official for CUI (SAOCUI) - VALARIE BURKS

[@ 5.5 The collection of Pl is justified. © Yes No

5.5.1 Law, regulation, or Government-wide policy justifies the collection of the information.

National Aeronautics and Space Act of 1958, Section 20112 NASA Senior Agency Official for Privacy (SAOP) - LINDA CURETON

. = e 5 NASA Chief Information Officer (OCIO) - LINDA CURETON
5.5.2 NASA will use the information in the following ways:

The information collected by the SAMPLE PIA - PCAT is used to conduct, coordinate, and educate the public on
interplanetary space travel and expeditions. Specifically, the Social Security Number (SSN) information is

collected from members of the public seeking to participate in the program and is required as part of the
coordination process. :

5.5.3 The collection is the minimum necessary to accomplish the purpose of the collection. © Yes No

Figure 1: PCAT Privacy Module Review Analysis

= ——— |
Information Owners Training and Awareness

Application/System PII Collections Module

The Application/System PII Collections Module is required to assist you in meeting your "Review-and-Reduce” Pll obligations and the overall Office of Management and Budget (OMB) requirement.

[@ 10.1 Th idate for replaci ith UUPIC/othy ID. Yes @ i
[ 10.1 The collection is a candidate for replacing SSN with UUPIC/other government ID. es No Document Submissi
10.1.1 Why not?

Members of the public do not have UUPICs. At this time it has been determined that SSNs are required as part Submitted to Application Owner
of the program process.

10.2 The collection is a Candidate for C i i i Contact Information
10.2.1 Why not?

This is a new tion that is not yet idati iSSi Center Privacy Manager (CPM) - BRENDA ELLIS

elimination. Center Privacy Support - Michelle Zuckerman
Center Records Manager (Records Management) - ANNE MILLS
Center Chief Information Security Officer (CISO) - PAUL NELSON
Center Incident Response Manager (IRM) - PAUL NELSON

Center Chief Information Officer (CIO) - WILLIAM HUMPHRIES
NASA Paperwork Reduction Act (PRA) Clearance Officer -

Figure 2: PCAT SSN and Reduce Analysis
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Eliminating Unnecessary Use of SSN

NASA’s objective is to maximize the protection of SSNs when their use is required and fully
justified and eliminate the use of SSNs when not required. For the FY12 Privacy Review
Action, CPMs validated the need for use of SSNs with Information System Owners (1SOs),
ensuring that use of SSNs was either required by statute, external requirement, or for established
business needs. As a result of this annual review, the following activities were accomplished:

» CPMs provided a status review of their Center’s forms to identify forms that use SSNs.
They validated with the form owners the need for continued use or elimination of SSN
field(s) on all forms.

»  Working with Center Forms Managers, each CPM followed their plan for identifying
existing and new forms that use SSNs. In FY12, CPMs continued to work with forms
management personnel to ensure its execution and monitor the development of new
forms.

Review and Reduction of PII Holdings Consolidated Results

The FY 12 annual review and reduction of PII holdings identified 396 collections of PII (this
includes electronic and non-electronic holdings), with justification to retain all of the 396
collections. In addition, there were 55 systems that were decommissioned in FY12 and 10
additional systems that are slated to be decommissioned or consolidated in FY13.

The following table provides a consolidated overview of the results of the FY12 annual review
and reduction of PII holdings and elimination of unnecessary SSN usage:

Number of | Number of | Systems Systems Collections® Systems

Reported Reported Containing PII Containing where SSN use | Scheduled to be

Collections | Collections | Decommissioned | PlI is being Decommissioned

Containing | Where Pll is | in FY12 Consolidated | Replaced or or Consolidated

PlI Justified in FY12 Eliminated in in FY13
FY13or FY14

396 396 55 3 2 10

Table 1: Results of the FY11 PIl Review and Reduction of PIl Holdings Analysis

Privacy Training and Awareness Initiatives

The following privacy awareness and training initiatives were conducted during FY12:

» The NASA Privacy Program Manager continues holding monthly video teleconference
meetings with CPMs to provide an enriched ongoing learning and collaborative
environment enhanced with invited speakers, interactive presentations, training, issue
reviews, and resolution sharing.

» Additional enhancements to NASA’s Privacy Program include furthering the

collaborative environment through the use of SharePoint. SharePoint allows for
additional communications and document sharing, conversation threads and other tools,
all of which promote shared lessons learned, queries, postings, and solution developments
in a manner that affords overall Privacy community benefits and program improvement.

? A non-electronic form collection, or a collection in a system.
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Summary

NASA has already taken a very large step forward in its efforts to review and reduce its PII
holdings and to eliminate the unnecessary use of SSNs. NASA continues to work diligently
toward developing and implementing various policies, procedures, tools, and data identification
methods to help ensure the protection of all forms of PII across the Agency. Updates to privacy
documents and techniques are moving forward faster than ever thanks to consistent
improvements in communication amongst the CPMs. Sharing of best practices derived from each
Center allows the most efficient and effective procedures to be put into place. The CPMs
continued engagement with Center and Agency level initiatives displays their commitment
towards the protection of PII and the elimination of the unnecessary use of SSNs. NASA's
objective is to reduce the risk to the Agency as a whole, as well as NASA personnel and the
members of the public who entrust NASA with their information.

Approval
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Linda Y. Cureton Date
Chief Information Officer and
Senior Agency Official for Privacy




